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Lecture Overview

1. Introduction to Reverse Engineering -
2. Tools!
3. Resources
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“What you must learn is that these
rules are no different than the rules of a
computer system. Some of them can be

bent, others can be broken.”
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Source Code

Jinl main{)

« Compile

printf("l=llo worldl™);

Compiling

Assembly

_main
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"TEXT

push
mov P
push $5G2985

call DWORD PTR _ imp_ printf
add
xor
PoP
ret

main

Assemble

Object File

68 B8 38 48 688 FF 15 98
5D C2 B8 4D 5A 00 00 66
33 CO EB 34 8B 60D 3C 69
58 45 60 88 7> EA BB 6B
48 @@ 75 DC 33 CO 83 BY
81 E8 66 48 688 OF 95 CA
15 7C 28 48 88 59 6A FF
34 28 48 B8 A3 88 33 48
30 40 60 89 61 BB 6D 38
89 681 E8 27 65 00 00 EB
408 @8 6@ 75 OC 68 E4 12
59 E8 48 65 080 80 83 3D
FF FF 15 4% 28 46 68 59
ES D4 64 BB B8 A1 58 38

Libraries

L

in

k

Binary File

68 80 39 48 600 FF 15 98
5D C3 BB 4D 5A 00 00 66
33 CO EB 3% 8B 6D 3C 60
58 45 68 A8 75 EA B8 6B
48 88 75 DC 33 CO 83 BY
81 E8 68 48 688 OF 95 CA
15 7C 20 48 680 59 6A FF
34 20 49 99 A3 B8 33 40
30 48 60 89 681 8B 6D 38
89 ©81 EB 27 08> 00 60 EB
48 68 68 75 OBC 68 E4 12




Loading

Source Code Assembly Object File Binary File Process

68 08 38 48 88 FF 15 98
_main  PROC 68 60 30 46 B FF 15 99 5D C3 B8 4D 5A 08 08 65

5D C3 BS 4D 5A 0O 88 66 33 G0 EB 34 BB 6D 3C 58
50 45 60 00 75 EA BE OB
48 BB 75 DC 33 CO 83 B9
b pa 7o bC 33 Co B3 09 81 ES 0O 48 88 BF 95 CO

15 7C 20 48 BA 59 6A FF 15 7C 20 40 80 59 6A FF

34 20 48 00 A3 88 33 40 B O i
30 40 00 89 01 8B OD 38 39 81 ES 27 65 B 08 8
89 @1 E8 27 05 90 00 E8 48 BB 88 75 BC 68 Eh 12
40 89 08 75 OC 68 E4 12

— 59 E8 48 65 080 80 83 3D
e FF FF 15 4% 28 46 68 59 ‘

33 CO EB 3% 8B 0D 3C 89
58 45 B8 088 75 EA B8 BB
40 B0 75 DC 33 CO 83 BY

Jinl main{)
i

printf("l=llo worldl™)

Compile

ES D4 64 BB B8 A1 58 38

Load

Libraries
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Running

Process, t=0 Process, t=1 Process, t=i Process, t=n

Step Step Step

MBE - 01/30/2015 Tools and Basic RE




RE Domain

Binary File Process, t=0 Process, t=i Process, t=n

68 @8 30 48 88 FF 15 98
5D C3 B8 4D 5A B0 08 66
33 CA EB 34 8B 6D 3C 88
58 45 008 88 75 En BB 6B
48 88 75 DC 33 C8 83 BY
81 ES 80 48 88 BF 95 CA
15 7C 20 48 60 59 6A FF
34 20 40 90 A3 B8 33 48
30 40 00 89 81 8B @D 38

—

—

89 81 E8 27 85 60 08 E8
48 B0 88 75 BC 68 EA 12

Load Step Step
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Binary File

68 @8 30 48 80 FF 15 98
5D C3 B8 4D 5A 0O 00 66
33 CA EB 34 8B 6D 3C 68
58 45 68 A8 75 En B8 OB

34 20 40 00 A3 88 33 48
30 40 00 89 61 8B 6D 38
89 81 E8 27 65 0O 00 E8
48 86 @8 75 6C 68 EA 12

-

Load

Static
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RE Domain

Process, t=0

—

Step

Process, t=i Process, t=n

Step
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RE Domain

Binary File

Process, t=0 Process, t=i Process, t=n

68 @8 30 48 80 FF 15 98
5D C3 B8 4D 5A 0O 00 66
33 CA EB 34 8B 6D 3C 68
58 45 68 A8 75 En B8 OB

48 88 75 DC 33 CA 83 BY
81 ES 80 48 88 BF 95 CA
15 7C 20 48 80 59 6A FF
34 20 40 00 A3 88 33 48
30 40 00 89 61 8B 6D 38
89 81 E8 27 65 0O 00 E8
48 86 @8 75 6C 68 EA 12
‘ ‘

Static Dynamic
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Binary File

68 @8 30 48 80 FF 15 98
5D C3 B8 4D 5A 0O 00 66
33 CA EB 34 8B 6D 3C 68
58 45 68 A8 75 En B8 OB

34 20 40 00 A3 88 33 48
30 40 00 89 61 8B 6D 38
89 81 E8 27 65 0O 00 E8
48 86 @8 75 6C 68 EA 12

-

Load

Static
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RE Domain

Process, t=0

—

Step

Process, t=i Process, t=n

Step
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Lecture Overview

1. Introduction to Reverse Engineering. .-
2. Tools!
3. Resources

_____________

21308
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Tool Color Coding

e Linux Tool

— Command

* Windows Tool

— ToolName.exe

* Associated Challenges:
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Hex Editor / Viewers

 Hex Editors / Viewers
— wxHexEditor (GUI)
— xxd

e “-i” option is Cinclude style

* Challenge:
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ASCIlI Readable Hex

* strings

— Displays ACII strings > 4 characters long

* Challenge:
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ASCIlI Readable Hex

* strings

— Displays ACII strings > 4 characters long

* Challenge:

e strings—e ?
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File Formats on Disk

* Linux:
— ELF-Walkthrough.png
— readelf

MBE - 01/30/2015 Tools and Basic RE

16



File Formats on Disk

* Linux:
— ELF-Walkthrough.png
— readelf
* Windows:
— PE-Layout.jpg
— Peview.exe
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File Formats on Disk

* Linux:
— ELF-Walkthrough.png
— readelf
* Windows:
— PE-Layout.jpg
— Peview.exe
* For unknown files / binaries

— file
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Hashing

e Do we have the same file?
— md5sum
* Upload hash to virustotal.com

* Google search hash

MBE - 01/30/2015 Tools and Basic RE

19



Hashing

e Do we have the same file?

— md5sum
* Upload hash to virustotal.com
* Google search hash
* Fuzzy hashing:
— ssdeep -b original.elf >hash.txt
— ssdeep -bm hash.txt modified.elf
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Command Line Disassembly-

sub 314623

loc 313060

pearg 0]

loc 313066

~var E£4]

e crackmeOx01

loc_31306D

Loc 31306D
[ +arg 0]
loc 31308F

sub_3140F3

loc 313070
sub 3140E3

loc 31308C

sub 3140F3
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Command Line Disassembly -

sub 314623

loc 313060

+arg 0]

loc 313066

|

e crackmeOx01
e objdump —d

sub 3141137

MBE - 01/30/2015

Tools and Basic RE



Command Line Disassembly- - -

e crackmeOx01

e objdump —d

* Convert hex to decimal
— echo $((OxDEADBEEF))
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Patching Binaries

* |t’s your binary, you can patch it if you want to
e objdump —d | grep —A 30 ‘<main>’

 wxHexEditor-->Edit-->Find
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External Diffing

* Original + modified = HUGE advantage
* wxHexEditor-->Tools-->compare files
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Disassembly

e objdump —d
* |DA Pro.exe

* Challenges:
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Disassembly

* objdump —d
* |DA Pro.exe

* Challenges:

MBE - 01/30/2015

Tools and Basic RE

27



IDA Pro

LOC 2LlOUCT

LOC J31o5U0k

* |DA Pro.exe
e crackmeOx04

Loc 31308C
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IDA Basics

* Change between basic and graphic mode (space bar)
* Rename variables: (n)
* Comment
— Side: (2), (;)
— Above/below: (ins)
* Convert const formats: (right-click)
* Cross-reference: (x)
* Change to array: (a)
* IDA->Windows->Reset desktop
* |IDA->Options->General->auto comment
* |IDA->Options->General->opcode bytes 8
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The Stack

int foo(int a2, int b, int c¢)
{

int x;

int y;

int z;

X=y=2z=0;

Z=X+y+a+b+c;
return z;

}

int main(int argc, char **argv) {

foo(1,2,3);

Tools and Basic RE
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EIP| Foo(a,b,c); EBP

The animations on this slide will only work in the .pptx of this lecture

0x03

0x04

0Ox05

0x06

0x07

¢ | ESP
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Stack

&= | ESP
int foo(int a, int b, int ¢) 0x00 Z
{
int x; 0x01
int y; \/
int z;
0x02 X
oy ¢—=| eBP
z=xX+y+a+b+c;
return z; 0x03 Old EBP
} 0x04 Old EIP
int main(int argc, char **argv) {
0Ox05 a
foo(1,2,3);
S 0x06
} b
0Ox07 C
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sub 314623

loc 313060

Lecture Overview -

1. Introduction to Reverse Engineering ... -

3. Resources 5 T

loc - 6D
[ +arg 0]
loc F

sub 314113

sub 3140F3
loc 31307

sub 3140E3
loc 31308C

sub 3140F3
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* IDA_Pro_Shortcuts.pdf
* The book on IDA
* |IDA Syntax Highlighting:

— http://practicalmalwareanalysis.com/2012/03/25
/decorating-your-disassembly/

MBE - 01/30/2015 Tools and Basic RE
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Additional Resources

 Corkami.com —diagrams of file structures and
other interesting trivia |

* Crackmes.de — “Reverser’s Playground” f
e Subreddits ’

— reddit.com/r/reverseengineering
— reddit.com/r/netsec
— reddit.com/r/uic
e http://www.bottomupcs.com - Systems backgrOund
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