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Lecture Overview

1. Review of Last Lecture

2. Introduction to Dynamic Analysis
3. Tools!

4. Resources
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Review

Reversing Concepts:
—Static vs dynamic
—Diffing
—patching
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Review

Tools:
—file

—md5sum

—ssdeep

—strings

—read
—objd

elf
ump

—IDA

Pro.exe
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Review

1DJAN

Pro:
Rename variables
nsert comments

Recognize structures

—Cross reference

—Stack usage in assembly
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RE Domain

Binary File

Process, t=0 Process, t=i Process, t=n

68 @8 30 48 80 FF 15 98
5D C3 B8 4D 5A 0O 00 66
33 CA EB 34 8B 6D 3C 68
58 45 68 A8 75 En B8 OB

48 88 75 DC 33 CA 83 BY
81 ES 80 48 88 BF 95 CA
15 7C 20 48 80 59 6A FF
34 20 40 00 A3 88 33 48
30 40 00 89 61 8B 6D 38
89 81 E8 27 65 0O 00 E8
48 86 @8 75 6C 68 EA 12
‘ ‘

Static Dynamic
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Slide Colors

e Linux Tool

— Command

* Windows Tool
— ToolName.exe

* Associated Challenges:
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Debugger — IDA Pro =

*crackme0x04_win.exe oy
*IDA Pro.exe

|
sub 31462
Loc
t arg D
Loc 31308 F
1 66
sub 1
313
sub 3140F3
Loc -
sub 3140F3
Loc 3130&C
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Libraries

RE Domain

vep, S
Eebpevar 51, 0
e b1). 0

¥

(eanwtaan wov

1, offsct sFasswordincerr

i

}
TespsTohvar 79, STTSRE SPassneuOR | Pansrd TN
printt
espe ZEhenar 28], 1
s

A0 1ae_vii:
OAD1390 1es
inr139 sar
oS fep

e, [ebpevar_po1 |
awaca per [ssa)
Shar loe_seaza_|

Other Memory

B 1DA View-EIP.
_rdata: 00404000
_rdata: 00404000 ; Segment type: Pure data
_rdata: 00404000 ; Segment pernissions: Rea

a
_rdataz00404000 'rdata segnent para public ‘DATA’ use3?

$00404000 assune cs:_rdata

106464608 ;0rg 404000h ]
300404000 unk_404000 db  25h ; %
00404001 db 64h
00404002 db

80404011

0404 align 10h

* _rdata:-8848488% align 16h

00404003 aPassuordk db 'Passuord OK!®,0Ah,0
00404011 aPassuordIncorr db ‘Password Incorrect?’,on

5 DATA XREF: sub_u01318+37T0

: DATA XREF: sub_4g1310+58T0
n,o

sub_481310:10c_401387T0
DATA XREF: _mains2bTo
_nain+39To

: DATA XREF: _nain+acto

5 DATA XREF: sub_401600+26Tr
3 jump table for switch statement

Registers

 General registers

E4x|0022FF 08 L,

Stack[B0006874] tunk_22FF B8

EBx | FFFDCOBO L,

debug885:7FFDC ARG

ECk|77C41A54|L,

msuckrt.dll:77CH1ASY

ED%|77C61B6M Ly

msucrt.dl11:77C61B6A

ES| 1OBE47BA L,

EDI [8812D89C|L,

EBP|0B22FF78|L,

Stack[88808874] enup

ESP @022FECC L,

Stack[ 8000A874] - BB22FECC

EIF B88481318 L,

EFL BBBBA296

sub_48131@

[y .
[=[ =]

[ =]ol <=

o
[o]

B IDA View-ESP

0022FEE8 dd 22FFEBh

Stack

B022FEBC dd 77C35Co4h ; msuckrt.dll:msuckt__except_handler3

0022FECA dd 77C14728h
B022FECY dd OFFFFFFFFh
BO22FEC8 dd 77CH1AS4D

B022FECE dd 4813F8h ; _main+63

0022FED@ ; [BEGIN OF STACK FRAME _main. PRESS KEYPAD - TO COLLAPSE]

G022FEDA arg_B dd offset unk_22FFB8
G022FEDY var_94 dd offset unk_22FFo08
B822FED8 dd Lp4386h ; _rdatazunk_4B4308
B022FEDC dd 4613B0h ; _main+28

¢
UNKNOWN | D0Z2FECC: Stack/000008741:0022FECC



Stack

&= | ESP
int foo(int a, int b, int ¢) 0x00 Z
{
int x; 0x01
int y; \/
int z;
0x02 X
oy ¢—=| eBP
z=xX+y+a+b+c;
return z; 0x03 Old EBP
} 0x04 Old EIP
int main(int argc, char **argv) {
0Ox05 a
foo(1,2,3);
S 0x06
} b
0Ox07 C
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Lecture Overview

1. Review of Last Lecture

2. Introduction to Dynamic Analysis
3. Tools!

4. Resources
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Debugger — Evan’s Debugger

* edb
— edb->options->Preferences->Appeara nce |
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ELF Memory Layout

Low addresses

High addresses

Text (code) segment

Data segment

bss segment

Heap segment

The heap grows
down toward
higher memory
addresses.

The stack grows
up toward lower
memory addresses.

Stack segment

14



Virtual Memory Layout

Mem ory Mode| with
Shared Libraries

Ox 00000000
’

ser data

Low addresses Text (code) segment

Data segment

Ox40000000

bss segment

Heap segment

The heap grows

down toward

higher memory

addresses.

The stack grows

up toward lower
memory addresses.

Stack segment
High addresses
. User stack

Process Virtual Memory

Kernel Virtual
Mem ory
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Low addresses

High addresses

Physical Memory Layout

\

Text (code) segment

Data segment

bss segment

Heap segment

The heap grows
down toward
higher memory
addresses.

The stack grows
up toward lower
memory addresses.

Stack segment

MBE - 01/30/2015

Virtual address space

0x00000000
0x0001000

0x10000000

0x7i

Physical address space

0x00000000

OxO0Offffff

|:| page belonging to process
|:| page not belonging to process
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Physical Memory Layout

gbruat mm_sStrack Viriual Address (ad4dr)
\ ﬂﬂlllﬂlﬂllﬂllﬂﬂllﬂﬂllﬂlllﬂ|llﬂ1ﬂ1:|.11|
.".-. 1 11 1 I |
: | | T |
i o part prd part pte part offeet
PGD
pgd t PMD
t
Lo pmat PTE
boat | E—: pte_t SLIUCE BAGE  ghucical page
pgd t | | pre_t
= ; _pmd t pte_t ]
pad t ' Tomdt aEE
pgd t |/ ¥ e
m = . pmd_t l:. pte t
podt || et | [pEet |
pod € | - ot | s ptet |
mﬂ_t " - g |
— pmd_t pte t
p— | Iﬂﬂ T Dtﬂ_t
. — - pte t
H _ =R
. _—
- -
L
-
Software relationships Hardware relationships
...................... » pgd ocffset{mm_struct, addr}; pgd_val (pgd) ;
........... e pmd_ocffset{pgd t, addr): pmd_wval (pmd)
————— - pte_offset (pmd_t, addr); pte_val (pte) ;

pte _page(pte_L);
—_—p page.virtual

17



Debugger — GNU Debugger

e crackmeOx00a
e gdb

sub 314623

sub 314113
sub_ 3140F3
sub 12;.“.' )
Loc 31308C
e sub 3140F3
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GNU Debugger - Basics

e gdb
— disassemble main (disas main)
— set disassembly-flavor intel
— break main (b main)
— run
— stepi (s), step into
— nexti (n), step over
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GNU Debugger — Examine Memory

e gdb
— Examine memory: x/NFU address
— N = number
— F = format
— U =unit
 Examples
— x/10xb Oxdeadbeef, examine 10 bytes in hex
— x/xw Oxdeadbeef, examine 1 word in hex
— X/s Oxdeadbeef, examine null terminated string
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GNU Debugger - python

e gdb
— python print ‘A’ *10
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GNU Debugger — Init File

* mv special ~/.gdbinit
e gdb

— help user

— hexdump
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Tracing

* |trace, library calls
e strace, system calls
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1. Review of Last Lecture

2. Introduction to Dynamic Analysis
3. Tools!

4. Resources
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Additional Resources

e Gdb customizations

* Ring security

— http://www.amazon.com/The-Rootkit-Arsenal-

Evasion-Corners/dp/1598220616 .

MBE - 01/30/2015 Tools and Basic RE


http://reverse.put.as/gdbinit/
http://reverse.put.as/gdbinit/
http://reverse.put.as/gdbinit/
https://github.com/dholm/voidwalker
https://github.com/dholm/voidwalker
https://github.com/dholm/voidwalker
http://stackoverflow.com/questions/209534/prettify-my-gdb
http://stackoverflow.com/questions/209534/prettify-my-gdb
http://stackoverflow.com/questions/209534/prettify-my-gdb
http://stackoverflow.com/questions/209534/prettify-my-gdb
http://stackoverflow.com/questions/209534/prettify-my-gdb
http://stackoverflow.com/questions/209534/prettify-my-gdb
http://stackoverflow.com/questions/209534/prettify-my-gdb
https://github.com/longld/peda
https://github.com/longld/peda
http://duartes.org/gustavo/blog/post/cpu-rings-privilege-and-protection/
http://duartes.org/gustavo/blog/post/cpu-rings-privilege-and-protection/
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http://duartes.org/gustavo/blog/post/cpu-rings-privilege-and-protection/
http://duartes.org/gustavo/blog/post/cpu-rings-privilege-and-protection/
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